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[bookmark: _Toc370869667][bookmark: _Toc434991126]AdEPT Education USOSync – Installation Request Form

Please complete this two page form per each installation required and attach it to a support site case raised in relation to USOSync.

Local Authority			_________________________________________

School Name			_________________________________________

School DFES			_________________________________________

Nominated Contact Name				_

[bookmark: _GoBack]Nominated Contact Phone			_________________________________________
and Email
			_________________________________________

Desired Date of Install				________

Previous install of ADSync?				Yes / No

Previous install decommissioned?				Yes / No

Domain USOSync is to be installed on.			________________________________________

Name of Primary Domain Controller			________________________________________

IP address of server			________________________________________

Name of Server for Home Areas (if different)		________________________________________

IP address of server			________________________________________

Domain Username (See Appendix A)			________________________________________

Password			________________________________________

Is Remote Desktop enabled on both servers?			Yes / No















Optional configuration – if not declared the defaults for USOSync will be used.  Please ensure that you have read the USOSync FAQ document before completing this section of the form.

Usernames of test users (to test the 		_________________________________________
USOSync installation) 

Server Home Area letter		_________________________________________
(eg H: M:)	

Physical Home Area path Staff		_________________________________________
(eg D:\users\Staff)

Physical Home Area path Students		_________________________________________
(eg D:\users\Students)

Logon scripts required?		_________________________________________

Profile paths for students?				Yes / No

Profile Path		_________________________________________

Profile paths for staff?				Yes / No

Profile Path		_________________________________________

Please read before submitting the form

I declare that I have read the documentation related to this USOSync installation.  I confirm that I understand and confirm my acceptance of the way in which USOSync will make changes to any existing Active Directory structure that I have in place.

I acknowledge that the USOSync files in the C:\AWScripts folder are the property of AdEPT Education and are not to be changed without explicit approval from AdEPT Education. I undertake not to make any changes to the USOSync installation or any files or folders it creates, including home areas.

I understand that, following installation, users will be required to log in with their USO accounts rather than any existing accounts on the Active Directory.  I will not change the username and password which I have provided to AdEPT Education unless I am told to by AdEPT Education as I understand it will stop the installation from working.

I take responsibility for any issues which may occur which I have not made AdEPT Education aware of before the installation takes place, or any changes which I make or ask to be made.

I understand that any subsequent work carried out by AdEPT Education either to modify the system or to rectify problems caused by a failure to abide by the undertakings above will be charged according to the time taken to carry out the work.

Name:	 	____________________________________________
 
Printed name

Date:	 	____________________________________________


Appendix A

There is a requirement for AdEPT Education, as part of our ongoing compliance with GDPR and ISO27001, to ensure that the account that we use for the USOSync service is based on an approach of least based permissions to your Active Directory. Making these changes demonstrates point number 10 of the ICO’s 12 Steps to GDPR compliance, Data Protection and Privacy by Design. 
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf

If you would prefer that AdEPT Education configures the account to operate on an approach of least based permission, please create an account as follows;
1) Create account in the AD with the username of ‘atomusosync’, and make the account a member of the Domain Administrators group.

2) Provide the password on page 1 of this form.

We will make the necessary permission changes as required for USOSync to operate.
Alternatively, you can make these changes yourself by following the steps outlined below.
1) Create account in the AD with the username of ‘atomusosync’.

2) Provide the password on page 1 of this form.

3) Add the account to ‘Account Operators’ and ‘Remote Desktop Users’.

4) In ‘Active Directory Users and Computers’, make sure ‘Advanced Features’ is enabled in the view menu. Right click the root of the domain and go to ‘Properties’.

5) Under the ‘Security’ tab, click ‘Advanced’ and add ‘atomusosync’;
The ‘Type’ is ‘Allow’
It applies to ‘This object and all descendant objects’ and 
The only tick box in the permissions list is ‘Create Organisational Unit Objects’.

6) In the local security policy please make sure that under ‘Local Policies > User Rights Assignment’ that ‘atomusosync’ is added to the ‘Allow log on through remote desktop services’.

7) If the server you are currently working on is also your home area server you will need to add the ‘atomusosync’ user to ‘Log on as batch job’ 
If your home area server is a different server, you will need to add the ‘atomusosync’ user to ‘Log on as batch job’ on that server.

8) On each server, where your home areas are created, you will need to give ‘atomusosync’ full control over the folder where it creates users home areas so that these can be created as part of the account creation process.
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